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SOP TEMPLATE – BACK UP, ARCHIVING AND DESTRUCTION OF YOUR DATA
SOP TEMPLATE – USAGE OF PORTABLE DEVICES (USB KEY, EXTERNAL HARD DRIVE, SD CARD...)
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The aim of this SOP is to define the procedures for delegations concerning the usage of portable devices. This template needs to be adapted by the delegation based on their contextual needs.

GENERAL PRINCIPLES
· No sensitive data that is not clearly identified (ie for back-uping of data, for a mobile data collection etc) should be stored on a portable device. 
· Most USB keys and SD cards cannot be adequately protected from viruses etc and therefore should not be used for sensitive data collection, storage or sharing that cannot be lost.
· No personal portable device (USB key or external hard drive) should ever be used.
· If you have no other option but to use a USB key for transfer of sensitive information, ensure that you encrypt the data that you want to store on the USB key and that you delete the data once it is no longer needed.

INITIAL SET-UP OF DEVICES
· When you make data accessible on a portable device (for back-up, archiving or transfer), adequate protection measures need to be set up (encryption, password protection…) that will depend on the risk that a data loss or theft can represent. Password protection is mandatory in all cases.
[bookmark: _GoBack]Please refer to the “2.01. How to choose, store and organise your passwords” tutorial (part “2.  General procedures on access to devices and applications”) 

MAINTENANCE OF DEVICES
· Ensure that any data that is no longer needed is definitively deleted from the relevant portable devices
Please refer to the “2.10. How to permanently delete data from your computer or mobile device” tutorial to know how more.

· Ensure that any portable device is restored when a staff member leaves Tdh or the associated project
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